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IHAN - Building Fair Data Economy in Europe
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EurOPE’S I'Ole ill data economY? 60 platform companies worth

7 trillion USD
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Lots of new data sources
- health data being one example

Who creates the data in the future?

Data collected by professionals /
regulated data

Data collected by individuals /
unregulated data

1980 1990 2000 2015
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Combining regulated data with data collected by
individuals leads to next phase for value creation

Regulated data

Unregulated data . —
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Great
timing!

#GDPR

General Data Protection Regulation
and especially Article 20

#PSD2

Payment Services Directive

#elDAS

EU regulation on electronic
identification and trust services for
electronic transactions
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The European Fair Data Economy Model Based
on Transparent Data-Sharing with Individuals’
Consent to Lead the New, Sustainable Way.

Trust - Europe’s
biggest opportunity?




FAIR DATA
ECONOMY

THAN® project at Sitra 2018—-(2021)
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HIGHLIGHTS ‘ GDPR rights are quite well-known and the change of actions
has already started.
Europeans’ ’ Thg lack of trust is an obstacle. It prevents people from using digital
- SErvices.
attitudes
towards the ‘ Data leaks have had a big effect on people’s behaviour. Approx.
f 1/3 have stopped using some services or changed their privacy settings
use o because of misuse.
personal data
‘ Two out of three respondents want fair digital services to be
survey identifiable.
‘ Having the power to make decisions is important to people.

Respondents aged 18-65 in Finland, the Netherlands, Germany and France.
8,004 responses. Finland 2,000, Netherlands 2,000, Germany 2,004, France 2,000.
Survey data was collected in November and December 2018.




Data economy
must be FAIR for
End User
Service Provider

Data Provider

End User
Service
Provider
Data
Provider



I HAN ® project

* Building the foundation for a fair and functioning data economy
and creating a common concept for data sharing.

* Setting up European level rules and guidelines for fair use of
data.

- Piloting new concepts based on personal data in collaboration
with pioneering businesses.

 Developing an easy way for individuals to identify reliable
services that use their data in a fair way.

* Project runs until 6/2021

SITRA



How IHAN®works
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Main findings

Most businesses see possibilities in the data economy now or in the future
59 % (Finland 42 %)

SMEs have difficulty building competitive edge in data economy.

GDPR high achievers understand the value of their data repositories and
are ready to create new data-based products and services.

One needs to be an ecosystem player to succeed in data economy — Dutch
companies have the lead
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How does the world look like with

IHAN® SeI'ViCES? / Requests for data ——> [ Data providers
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Personal Identity Wallet

IHAN

Inbound Data Adapter Outbound Data Adapter
Personal Consent Directory Service Provider Consent Directory Data Access Control
Personal Service Directory Service Provider Service Directory
Personal Log Service Provider Log Data Provider Log

Outside IHAN boundaries, to be agreed by providers: SITRS
Levels of authentication, semantics, data transportation, service delivery, security procedures, industry standards, best practices



Technical pilots
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Open Source Repository

IHAN
Blueprint

Concept Building

Data Ecosystem Business Partner
Workshops Trials engagement

IHAN
compliant
MyData repositories

Fair Data
Economy
Policy Brief

IHAN Leap

Business Pilots &
emerging ecosystems

IHAN
compliant
MyData Components &
Legal repositories
Ethical
Semantic
IHAN Technical
Rulebook
IHAN
Fair Label

IHAN Governance Model
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https://www.instagram.com/sitrafund/
https://www.linkedin.com/company/sitra
https://www.youtube.com/user/sitrafund
http://www.slideshare.net/SitraFund
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IHAN® - MEASURING A CHILD’S BLOOD SUGAR

EHTEL, BARCELONA
DEC. 4™, 2019

Birgit Paajanen
Development Manager

HUS Development Group



WHERE IS YOUR PERSONAL DATA?

tors as well as governmental organizations collect increa- Ref.
sing amounts of data about us. Antti Poikola, Kai Kuikkaniemi, Harri Honko

NMyyITOata

Figure 1.1: Personal data is everywhere, Businesses in all sec-
|
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MEASURING CHILDREN’S BLOOD SUGAR WITH
THE CONSENT BASED DATA USE



WHY IS THE CHANGE NEEDED?

" Current data flow
= Cost parameters

= Customer/patient support

= Data transparency -

= Consent based data usage ﬁ
= Service — just in time i

> @
= Quality decision making

HUSMAP’
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HUS/IHAN®

Distributed ledger technoloqy,
a consensus of replicated,
shared, and synchronized

digital data §pre§d Measuring NGNGB
across multiple sites a child’s "'

blood
ﬂ\ suog(;r/ /h "‘ |
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https://en.wikipedia.org/wiki/Distributed_ledger_technology

KEY COMPONENTS OF THE SOLUTION ARCHITECTURE
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KEY COMPONENTS OF THE SOLUTION ARCHITECTURE

Parents set up a patient Using the service, a secure Child's data is streamed fo The doctorhas near r
engagement service, and connection with HUS is HUS IT systems, and the time access to Child's
connect it with the blood formed and consent is family’s diabetes doctor is blood sugar levels, and
sugar monitoring service. given to retrieve the blood able to request a consent also a direct engagement
sugar data. to directly access the channel with the parents.

data.

O ® ®

On boarding Consenting Data Access
Testing the Open Source code

HUS IT environment

o
l ‘ H e-ldentification N\ Patient

engagement
[ e ] Consents —
Parents p—

Blood sugar
o))) levels Blood sugar Rl Doctor
Patient levels eg —T|me
Child engagement e
(patient) service

Child’s Diabetes Consenting & Data Access




Olet tunnistautumassa palveluun

Sefting up the )
patient By
engagement -
service

John authenticates to the system,
sets up the patient engagement
service and links it to blood sugar
monitoring system.

- Handelsbanken

rrrrrrrrr

Now John is ready to connect
with HUS and other data (| S —
providers. R ——

m— (1) | ’ »
On boarding HUS




On boarding

After connecting, John gets

a consent request from HUS.

He gives consent to retrieve
Jessica’s blood sugar levels
from her monitoring system.

s (1)

On boarding

Consent parties

Data type

Biometric
authentication

Consent request

Requester:

HUS Tietohallinto

Data subject:

Jessica Elk (1213XX-042A)

Method of collection:

Web API

Data retrieved:

Blood sugar levels

Purpose:

Storage and clinical processing of blood
sugar levels for treatment of Diabetes




Requesting consent

Doctor gets a notification that
Jessica’s blood sugar data is
available, but requires separate
consent to access the data at HUS
IT systems.

Doctor sends a consent request to
John for getting access to
Jessica’s data.

On boarding Consenting




Giving consent

John receives the consent
request and approves it.

Now the doctor has access to
Jessica’'s data.

On boarding Consenting



Jessica’s home

The connection is <
working / \

Messages You have 1 new

message

Jessica’s blood sugar data is
now available to the doctor

and she can support John

better with Jessica's Health
dashboard

freatment.
Consents

On boarding Consenting Data access




Patient engagement

The doctor monitors Jessica’s
blood sugar levels and notices
that her blood sugar keeps
crossing the threshold levels.

She wants to check if John needs
any additional support.

On boarding Consenting Data access




Dream
catchers




Measuring
child’s blood
sugar

HUSMAP’

WHAT IS NEEDED

in order to change the status quo?



= EA and service architecture

= Service paths i
= Data lake o/
= Consent based data usage

= Platforms

= Scalability
" Partners
= pre competitive collaboration

= Partnering concept

HUSMAP’

Palveluarkkitehtuuri




SERVICE MAP PROVISION AND INFORMATION FLO
PROCESSES

Service ® Service \/.)
~ selection HUSMAP selection b
Professional’s profile
connected with
path connected with services to support

Patient’s personal
unique services patient’s personal
path

Service architecture connects service HUSMAP’
operation and information flow PalveluarkkiteitiCy




™ . HUSMAP- SERVICE PLATFORM

PROACTIVE SERVICES MEDICAL CARE SERVICES FOR UNIQUE TREATMENT

Plannlng rentme for unlque Pharmaceu“cal care serVice
treatment
Pa"iative care serVice
Unique care consultation service
Radiotherapy service Fertilitation care service
Supporting care service Obstetric care service
Symptomatic care treatment

*MY CARE* DEFINITION

Scree

Monitoring service for the
effectiviness of traetment

My wellnes support
My health risk follow up services

Care planning services

Referral to care service

Assessment of care needs

Psychiatric therapy care

My care personalized

Diagnostics services

Surgery care service

REHABILITATION, THERAPY AND AID SERVICES

Physiotherapy service Physiatry service
Occupational therapy service Psychosocial support service

Nutritional therapy service Speech therapy service

Peer support service So service
Work integration service Interpretation service

PATIENT SUPPORT SERVICES

APPOINTMENT SERVICES

PATIENT CARE SERVICES

g€

SERVICES FOR EXPERT

W . e , Accomodation services for relatives
®
A S HUSMAP
relatives
\D First aid on-duty physician service

SUPPORT SERVICES FOR PATIENT’S FAMILY

V Peer support for relatives Palveluarkkitehtuuri
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PRE COMPETITIVE COLLABORATION AND
HUSMAP PLATFORM PILOT



Business
modelling

Environment

Data

R

DEVELOPMENT PLATFORM FOR PRE COMPETI

COLLABORATION

owned by HUS.

Before calling for bids an option to develop the solution at the
HUSMAP-platform is offered. The platform architecture is

After the testing and the bidding
phases HUS can by the solution
created according of the HUS
architectural principles

Sandbox / environment Production environment
(Patient information systems)
_ Synthetic data/or a limited, Consent based real
Synthetic data consent based real patient patient data
data
; . .
/\;aihe o/ —\\ /;aihe 1/ -\ /" Vaihe 2/ Y vaihe 3/ / vaihe a/ AN
= Tiedon-hankinta * Ratkaisun = Prototyypin = Ensimmaisten + Tuotteiden ja
ja kohdetta konseptointi ja kehittaminen testituotteiden ja palveluiden
koskevan alueen suunnittelu palveluiden kaupallistaminen
tutkimus kehittaminen ja * Kehitettyjen
kayttokokeilu ratkaisujen laaja-
alainen
" hyédyntaminen
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| ST A
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Access to collaborate first restricted due to Safety
focus and time to deliverables pressure ->
goal to open this in later phases

e ——
Deliverables after finishing open to all
* Open source code
= APl’s and their descriptions

= |HAN specific architecture and code
= |PR policy created by HUS

HUS PILOT AND PRE COMPETITIVE COLLABORAT
HUS collaboration model rules apply
Funding parties conditions apply e.g. Sitra
Public sourcing and mandatory regulation o
apply Quality & |

HUSMAP’
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HUS ECOSYSTEM RESOURCES TO IHAN ©

ICT- Hardware
platforms
Partnering and
Clinical ‘ innovation ‘
capability projects

Measuring
child’s
blood sugar

HUSMAP

Palveluarkkitehtuuri




SCALABLE SERVICE PATH

Measuring
child’s
blood sugar

HUSMAP

Palveluarkkitehtuuri




HUSMAP® AND IHAN® SOLUTION AIM

= The whole development concept is aiming to build a
sustainable development platform to carry the
critical and authorized information like blood sugar
level between different parties e.g. the patients’
families, health professionals and schools and sport
clubs to support daily life’s safety of diabetic
children.

HUSMAP’

Palveluarkkitehtuuri
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THANK YOU



